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Abstract

This case study examines the design, legal engineering, and institutional adoption of Smart Office, a 
certified electronic signature platform deployed within the Government of South Sulawesi Province 
(Pemerintah  Provinsi  Sulawesi  Selatan)  in  the  period  following the  2018 regional  elections.  The 
initiative was led by a lawyer serving as special staff to the Governor, acting as the product owner for  
the effort. It replaced a paper-based, wet-ink approval system with a certified digital signature workflow 
recognized under national law. At full deployment the platform reduced average document processing 
time by approximately sixty-five percent, served a workforce of more than twenty-five thousand civil 
servants, and recorded no audit exceptions and no successful legal challenge to any electronically signed 
record. The account focuses on a transferable decision framework: how to establish legal validity before 
deployment,  how  to  obtain  national  certification  for  a  subnational  system,  and  how  to  move  a 
hierarchical institution onto a new medium of authority. The analysis situates these choices within 
established principles of good governance and of change leadership.

Keywords:  electronic  signature;  certified  electronic  certificates;  e-government;  digital  government  

transformation; public administration; change management; good governance; control of corruption; regulatory  

design; Indonesia; South Sulawesi.
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Figure 1. Smart Office brought an integrated calendar, digital signatures, a letter editor, and BSSN-standard encryption to  
the Government of South Sulawesi.

I. Context: A Government Running on Paper

In the mid-2010s, provincial administration in Indonesia operated through a document economy built 
on physical paper, wet-ink signatures, and sequential approval chains that advanced at the speed of the 
least available signatory. A single procurement approval could require the physical signatures of seven 
officials across three separate buildings, with the document itself carried by hand from office to office. 
Average processing time for that category of approval was on the order of eleven days. For a provincial 
government administering a workforce of more than twenty-five thousand civil servants, the cumulative 
cost of this paper dependency, in delay, in lost documents, and in the impossibility of knowing where 
any given file sat at any given moment, was substantial.

By the time a new provincial administration had settled in after the 2018 election, administrative  
modernization had risen near the top of the reform agenda. The mandate was clear. The method was 
not.

II. The Problem

The national regulatory environment offered a legal basis but no operational template. The Electronic 
Information and Transactions Law, the UU ITE, already recognized electronic signatures as legally 
valid  where  specific  conditions  were  met,  and Government  Regulation No.  82 of  2012 provided 
implementing  rules  for  electronic  systems  and  transactions.  Yet  practical  guidance  for  applying 
electronic  signatures  inside  government  administrative  workflows was  effectively  absent,  and the 
national electronic government framework that would later standardize such systems was not yet in 
force. A provincial government willing to act had an opportunity to build a working model ahead of  
national standardization, but no playbook to follow.
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The central problem can be stated as follows. How can a provincial government design, legally validate, 
and institutionalize a certified electronic signature capability for internal administration, in the absence 
of an operational national standard, across a hierarchical civil service culture, and under the constraint 
that the resulting signatures must achieve legal equivalence with wet-ink signatures in government 
records?

III. The Intervention

A. A Certified Trust Model

The defining early decision was to pursue certified electronic signatures rather than a self-managed 
cryptographic scheme. A certified signature, issued through a recognized national certificate authority, 
would carry legal standing beyond the province and remain clear of conflicting ministerial rules. To  
that end the initiative established a partnership with the National Cyber and Crypto Agency (BSSN) 
and its electronic certification arm, the Electronic Certification Authority (BSrE), the bodies responsible 
for issuing certified electronic signatures for the Indonesian state. The relationship was formalized 
through a memorandum of understanding and supported by the agencies' audit and accreditation of the 
platform, together with assurance that a signed document could not be forged or altered after the fact.  
Securing national engagement for a subnational project was accomplished less through formal channels 
than through professional relationships the initiative lead had built in the national capital. The initiative 
was also a matter of public record. The platform launched in December 2018 as a digital correspondence 
system for the provincial government, with electronic signing announced as its next stage and explicitly 
framed as carrying the same legal standing as a wet-ink signature. On 25 April 2019, at a ceremony in 
Makassar, the provincial government and every regency and city administration in the province signed 
a  memorandum  of  understanding  with  BSSN  on  the  protection  of  electronic  information  and 
transactions, accompanied by cooperation agreements that specifically covered the use of electronic 
signatures for government documents. By its second major version in mid-2019 the platform ran on 
both Android and iOS and applied electronic signatures to outgoing correspondence, and the provincial 
communications office described it in contemporaneous reporting as the first application of its kind 
deployed by a province in Indonesia.
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Figure 2. Sign-in to Smart Office. Certificates were issued through BSrE, the state electronic certification authority, shown  
beside the platform logo.

B. The Regulatory Foundation

Legal validity was engineered before deployment rather than assumed after it.  Under the national 
umbrella of the UU ITE, the initiative lead drafted Governor Regulation No. 29 of 2019 on the Use of 
Electronic  Certificates,  establishing  the  legal  architecture  for  electronic  signatures  in  internal 
administration: their definition, their equivalence to physical signatures, and the requirement that a 
signed  document  be  secure,  unique,  and  resistant  to  duplication.  Cryptographic  standards  were 
deliberately delegated to the national certification authorities rather than fixed in the regulation. The  
draft was reviewed by the national Ministry responsible for law, which confirmed its validity and 
returned refinements to the legal nomenclature. The approach drew on precedent from a peer provincial 
government, which had earlier issued its own electronic certificate regulation, Governor Regulation No. 
69 of 2018, without fully operationalizing it.
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Figure 3. The platform's regulatory basis, led by Governor Regulation No. 29 of 2019 on the Use of Electronic Certificates.

C. The Signing Mechanism

Signing authority was confined to designated approvers on any given document, typically the head of 
the submitting department, the governor's secretariat, the head of legal affairs, and the Governor. These 
approvers authorized signatures through a dedicated application distributed via a public application 
store, confirming identity by facial recognition on the device before a signature could be applied. Each 
approved document was then wrapped in a certified digital signature that encrypted and locked the file, 
recording the signatory, the timestamp, and the credentials used, and guaranteeing the integrity of the 
approved version. A QR code was rendered on every document to provide independent tamper-evidence 
and version control.  A visible signature image and official seal were also rendered onto the final 
document,  a  deliberate  concession  to  established  expectations  that  supported  adoption  without 
weakening the underlying cryptographic proof. The resulting file resembled a conventional PDF while 
carrying a far stronger chain of authentication than ink had provided.
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Figure 4. The letter editor, with template fields that render the digital signature, the official seal, and mandatory initials into  
each document.

Figure 5. The approval chain on the mobile app: initials from the department and the secretariat, then the final signature,  
each step timestamped.
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Figure 6. A completed document: the rendered wet-ink signature and official seal, with a QR code in the footer for tamper-
evidence and verification, the features at the heart of the platform. Personal identifiers have been redacted.

D. Identity, Authority, and the Build Team

Identity and signing authority were mapped directly from the government's existing organization chart, 
so that the system recognized which office an individual held and therefore what that individual was 
entitled to approve. Each approver's credential was secured on a personal device, and each approver 
executed a written accountability waiver prohibiting delegation or sharing of the credential. A digital 
personnel database, developed in parallel, maintained the underlying record. The engineering capability 
for the build was assembled by recruiting senior software engineers away from a regional development 
bank, where they had been building production financial systems.

IV. Change Management

The platform was a technology project in form and a change management project in substance. Four 
choices shaped adoption across a workforce of more than twenty-five thousand.

First, the initial release mirrored existing approval chains exactly, including their inefficiencies, so that 
the only variable introduced was the medium and not the process. Efficiency redesign was deferred to 
a later phase. Second, executive sponsorship was expressed as behavior rather than ceremony: the 
Governor served as the first visible user, signing an administrative document on camera before the 
assembled cabinet and transmitting it  electronically before the meeting closed. Third,  deployment 
followed a staged cohort model, beginning with departments of higher digital literacy and supportive 
leadership, whose documented results were then used as internal evidence to accelerate adoption in 
subsequent cohorts. Fourth, help-desk ticket volume was monitored weekly by department and issue 
type as a leading indicator of adoption friction, distinguishing a training gap from managerial resistance 
and distinguishing genuine adoption from quiet reversion to paper.
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Figure 7. The development and rollout timeline, from the first build in late 2018 through digital-signature implementation,  
training, and successive releases.

V. Results

At full deployment, average document processing time fell by approximately sixty-five percent across 
document types. The procurement approval that had required eleven days was completed in under four, 
with the same number of signatures, since the workflow itself had intentionally not yet been redesigned. 
All provincial departments were onboarded, and the workforce of more than twenty-five thousand civil 
servants was enrolled. No audit exceptions and no successful legal challenge to any electronically signed 
record were recorded during the program.

A significant  second-order  effect  followed from digitization.  For  the  first  time,  the movement of 
decisions through the government existed as a machine-readable record, showing where a document 
stalled, who advanced it, and how long each step required. That record became a foundation for later 
analysis of process efficiency, and it narrowed the space for informal intervention in the approval chain, 
a governance benefit noted by internal auditors.
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Figure 8. Smart Office in production: aggregate document counts on the provincial portal at sulselprov.go.id.

VI. Reading the Case Through Governance and Leadership Frameworks

The initiative's choices are best understood through established principles of good governance and of 
change leadership, and they align closely with both.

Good governance

Several of the widely cited characteristics of good governance, as articulated in United Nations guidance 
and reflected in the World Bank's Worldwide Governance Indicators, are advanced directly by the  
design. Non-repudiation and immutable audit trails operationalize transparency and accountability, 
recording  who  signed  what  and  when.  Establishing  legal  standing  in  a  formal  regulation  before 
deployment reflects the rule of law and regulatory quality, and drawing the system under the national  
umbrella of the UU ITE anchored local action in national law. The reduction in processing time is a  
measurable gain in effectiveness and efficiency. Most consequentially, by rendering the approval chain 
machine-readable and reducing the room for informal intervention, the platform strengthened control 
of corruption, converting a discretionary paper process into an auditable one. Read against the OECD's 
principles for digital government, the initiative was also coherent and standards-based, building on 
existing national identity and certification infrastructure rather than a parallel system.

Leadership and change

The adoption strategy maps closely onto recognized models of leading change. In the terms of Kotter's 
work on change leadership, the initiative assembled a guiding coalition across national agencies and a 
recruited engineering team, generated short-term wins through documented cohort results, and anchored 
the change by institutionalizing it in regulation and identity infrastructure. The staged cohort rollout is  
a direct application of the diffusion of innovations, beginning with receptive early adopters whose 
visible results created the social proof that carried the majority. The sustained help desk and role-based 
training  correspond  to  the  ability  and  reinforcement  stages  of  structured  change  management 
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frameworks such as ADKAR. And the most frequently cited move, the Governor signing on camera as 
the first user, is leadership by visible example: in a hierarchical institution, a behavioral signal that  
carried more weight than any directive.

The through-line

Beneath the technical, legal, and human design ran a single orientation: to return the principal's time 
and the institution's attention to the work of governing, and to make the machinery of the state legible 
to those it serves. Placing institutional effectiveness and the public's ability to see and check official  
decisions ahead of any individual's convenience is the principle that connects the whole.

VII. Transferable Lessons

1. Regulate before you deploy. Establishing the legal standing of a new instrument, in a formal 
regulation,  before  first  use  removes  the  most  durable  objection  available  to  resisters  and 
eliminates retroactive legal risk.

2. Separate the change in medium from the change in process. Reproducing existing workflows 
in  the  new  system  isolates  a  single  variable,  so  that  failures  cannot  be  attributed  to  the 
transformation and adoption is not resisted on two fronts at once.

3. Design executive sponsorship as behavior. Visible, repeated use of a new system by the most 
senior principal is a stronger signal than any announcement, and it withdraws the most convenient 
objection from reluctant managers.

4. Use staged cohorts  as evidence generators. Early adopters  produce quantified results  that 
persuade later cohorts more effectively than instruction from above.

5. Instrument adoption friction, not only adoption rates. Support-ticket volume, read by unit and 
by type, is a leading indicator that surfaces trouble while intervention is still possible.

6. Pursue certification and legal equivalence deliberately. In regulated environments, the value 
of  a  new  capability  depends  on  whether  authorities  will  accept  it,  which  makes  national  
certification  and  pre-established  legal  standing  the  decisive  design  choices  rather  than  the 
cryptography itself.
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